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Please make IP version 6 part of your
studies. Understanding IPvé is going to be
a major boost to your career and your
future. Notice that | didn’t say “might be a

major boost”.

—Chris Bryant, CCNA Success
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[Pv6: RESOLVENDO
QUAL PROBLEMA?




QUANTOS ENDERECOS
A MAIS 0 IPVO TEM?



QUANTO USADO E O
[PV HOTE?



SE EU FOR PRA CHINA,
MEU IPVO MubpA?



IPVE E MAIS SEGURO
QUE LPVY?



IPV6 E MENOS SEGURO
QUE 1PVY?



[PVE val ACABAR
com IPVvY?



ONDE DIABOS FOI
PARAR 0O [PVH?



KAHOOT?
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Manja hexadecimal?
Notagoes: preferred e
compressed
Anatomia de um
endereco IPvé6
Localhost (loopback),
unspecified, 6104,
NAT64
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CECI N'EST PAS UN IPV6H

2804 : 431 . cFFa : 3995 . 396D : 37AF : b/84 : 1331 /64
<1 128
FERQO :: cp2F : UBC1 : A2E3 : B2CE /64

2804 : 431 . crFaA : 3995 . 6p65 : cl1: 9793 . AOE8B /64
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MANTA HEXADECIMAL?

0, 1.2, 5. Hissea/ 6 O

10 == A
==

12 ==2€
13==D
H==E

15 == F



EXERCICIOS

EXERCiICIO: TRANSFORME DE EXERCICIO: TRANSFORME PARA
HEXADECIMAL PARA BINARIO HEXADECIMALL
X FFx X 11108
X 1Ax X 1011se
X 10x X 101100118
X 5x X 33DEC
X A3 X 1010018
X DHODEC



CODIFICANDO BITS EM HEX

QUANTOS VALORES UM CARACTER HEXADECIMAL PODE
ASSUMIR?

X QUANTOS VALORES UM CARACTER BINARIO PODE ASSUMIR?

X QUANTOS CARACTERES BINARIOS PODEMOS CODIFICAR
USANDO UM UNICO CARACTER HEXADECIMAL?

X QUANTOS CARACTERES HEX PRECISAMOS PARA CODIFICAR
UM BYTE?
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CODIFICANDO BITS EM HEX

1111 1110 0000 0100 : 01011001 0001 OO0 ...
F o Eae@ 8 : B S b O



NOTACOES: PREFERRED

2001 : Ope8 : 0002 : 0100 : ABCD : 0000 : 0000 : 1234

NADA NOVO AQUI



NOTACOES: REMOVENDO
ZEROS A ESQUERDA

2001 : Ope8 : 0002 : 0100 : ABCD : 0000 : 0000 : 1234



NOTACOES: REMOVENDO
ZEROS A ESQUERDA

2001 : Ope8 : 0002 : 0100 : ABCD : 0000 : 0000 : 1234

\

2001 :p88: 2 : 100 . ABCD: O g O . 1234



NOTACOES: REMOVENDO
HEXTETOS DE ZEROS

2001 : Ope8 : 0002 : 0100 : ABCD : 0000 : 0000 : 1234



NOTACOES: REMOVENDO
HEXTETOS DE ZEROS

2001 : Ope8 : 0002 : 0100 : ABCD : 0000 : 0000 : 1234

\

2001 : Obe8 : 0002 : 0100 : ABCD szu

—~ DoIS PONTINHOS



EXERCICIOS

ExERcicio: TRANSFORME 0S ENDERECOS IPVO PARA A FORMA
MAIS COMPACTA (REMOVA ZEROS A ESQUERDA E HEXTETOS
NULOS)

X

X

FEBO : 0000 : 0000 : 0000 : A299 : 9BFF : FE18 : 50D1
0000 : 0000 : 0000 : OOOO : OOOO : OOOO : OOOO : OOOO
2001 : ODB8 : 1111 : OO0A : O0OBO : 0000 : 0200

FFO2 : 0000 : 0000 : OAOO : OOO0 : 0000 : OOOO0 : OO0

YN ARNR 2 A ANANA . ANARA L AN ACNAA VAN



ANATOMIA DE UM
ENDERECO IPVG

2001: 88 : ABCD:0:0:1234 /M8



ANATOMIA DE UM
ENDERECO IPVG

2001 : Ope8 : 0000 : 0000 : ABCD : 0000 : 0000 : 1234 /M8



ANATOMIA DE UM
ENDERECO IPVG

2001 : Ope8 : 0000 : OOOO{ ABCD : 0000 : 0O0Q0Q0 : 123‘-&)/‘-}8

!

INTERFACE 1D




ANATOMIA DE UM
ENDERECO IPVG

{ 2001 : Ope8 : OOOSJ 0000 : ABCD : 0000 : 0000 : 1234 (M8

’ BiTs bE J

PREFIXO

PREFIXO



ANATOMIA DE UM
ENDERECO IPVG

{ 2001 : Ope8 : OOOSJ(OOOO». ARBRCD : 0000 : 0000 : 1234 M48)
) ) BiTs DE J

PREFIXO

PREFIXO SueNET ID



EXERCICIOS

EXERcicIO: PARA CADA UM DOS ENDERECOS IPVE ABAIXO,
IDENTIFIQUE O PREFIXO, SUBNET LD E INTERFACE 1D

X

X

FEBO : 0000 : 0000 : 0000 : A299 : 9BFF : FE18 : bOD1 / 64
0000 : 0000 : OOOO0 : OOOO0 : OOOO0 : OO0 : 0000 : 0000 /128
2001 : ODB8 : 1111 : OO0A : OOBRO : 0000 : 0200 / 48

2001 : ODBR8 : AAAA : 0001 :0000:0000:0000 : 0100 / 32

FFO2 : 0000 : 0000 : 0000 : 0000 : 0000 : OO0 : 0001 / 80



ENDERECOS ESTRANHOS

UNSPECIFIED 2/128
LooPBACK £1/128
6104 (TUNNEL) 2002:/16

NATEY 64-FF98::/96
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[ AB1—PING

UNSPECIFIED 2/128
LooPBACK £1/128
6104 (TUNNEL) 2002:/16

NATEY 64-FF98::/96
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X X X X X X

Hello IPv6 World

Lendo e escrevendo IPv6

Enderecos Unicast
Multicasting

Um endereco para chamar de nosso

Resumo

CRONOGRAMA

1. Link-local Unicast Address

2. Global Unicast Address/

s —
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LINK—LOCAL UNicasT ADDRESS

Tobo DISPOSITIVO “IPVO—ENABLED” DEVE SER CAPAZ DE AUTOGERAR UM
LINK—LOcAL UNicasT ADDRESS

LiNK—LOCAL UNIcAST ADDRESSES NAO SAO ROTEAVEIS

THERE CAN BE ONLY ONE! (... LINK—LOCAL ADDRESS POR INTERFACE)
PrerFixo FEBO::/10

LINK—LOCAL ADDRESSES SAO OBRIGATORIOS (GLOBAL NAO)
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LINK—LOCAL UNicasT ADDRESS

FEBOv 0000 : 0000 : 0000 [ 0000 : 0000 : OO0 : 123‘-})

‘ INTERFACE {L/)
£

1D

LINK—LOCAL PREFIX 64 BITS
10 BITS




LINK—LOCAL UNicasT ADDRESS

54 BiTs (??)

A
| |

FEBOv 0000 : 0000 : 0000 [ 0000 : 0000 : OO0 : 123‘-})

‘ INTERFACE {LJ
N4

1D

LINK—LOCAL PREFIX 64 BITS
10 BITS
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GERANDO O INTERFACE 1D

X SLAAC: StateLEss ApbRESS AUuTOCONFIGURATION
o EUI-64
o RANDOM

FEBO : 0000 : O0O00 : 0000 [OOOO : 0000 : 0000 : 123‘-3

INTERFACE {,_/)

ID
o4 BITS

(o



GERANDO O INTERFACE 1D

X SLAAC: StateLEss ApbRESS AUuTOCONFIGURATION
o EUI-64
o RANDOM

—==MAC + FFFE + FLIP U/L &I

FEBO : 0000 : O0O00 : 0000 [OOOO : 0000 : 0000 : 123‘-3

INTERFACE {,_/)

ID
o4 BITS
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GLosaL UNicasT AbpbrEss (GUA)

X NZo E PRECISO TER UM GUA (BAsTA 0 LINK—LOCAL)
X EQUIVALENTE A0 PUBLICO NO IPVY

X THERE CAN BE ONLY ONE! (. NO MUNDO TODO)

X PRrerFixo 2000:/3

X FormMmaTo: [OO1 + GLOBAL ROUTING PREFIX + SUBNET ID + INTERFACE ID]
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PRATICA: NOSSO SITE ROTEAVEL

UNSPECIFIED =/128



X X X X X X

CRONOGRAMA

—

Multicast vs. Broadcast
Formato
Escopos
Solicited-Node Multicast
Address

Hello IPv6 World

Lendo e escrevendo IPv6

Enderecos Unicast

Multicasting ————

Um endereco para chamar de nosso
Resumo

N -

—>
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MULTICAST VS. BROADCAST



MULTICAST VS. BROADCAST

__________________________________________




MULTICAST VS. BROADCAST

__________________________________________

g<@ . BROADCASTING

EDE 1 :i REDE 2




MULTICAST VS. BROADCAST

__________________________________________

g<@ BROADCASTING
g i

REDE 1 :i REDE 2




MULTICAST VS. BROADCAST

__________________________________________




MULTICAST VS. BROADCAST
L]

il L




MULTICAST VS. BROADCAST
L]

il L




MULTICAST VS. BROADCAST
L]

il L




MULTICAST VS. BROADCAST




MULTICAST VS. BROADCAST




MULTICAST VS. BROADCAST




NAO TEM BROADCASTING NO IPVH6
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IPv6 MuLTticasT ADDRESS



IPv6 MuLTticasT ADDRESS

FFOO../8



IPv6 MuLTticasT ADDRESS

FFOO../8

!

"M MM

8 BITS



IPv6 MuLTticasT ADDRESS

FLag
ORPT

FFOO../8

4 BITS



IPv6 MuLTticasT ADDRESS

FLag
FFOOQO../8 ORPT SCcoOPE

4 BITS



IPv6 MuLTticasT ADDRESS

FLAG
FFOOQO../8 ORPT ScoPE Group ID

112 BITS



IPv6 MuLTticasT ADDRESS

FLAG
FFOOQO../8 ORP SCcOPE > Group ID




Escopos EM IPVE

INTERNET

E
E
H]—2




Q)

Escopos EM IPVE

INTERNET

E
E
H]—2




Escopos EmM IPVE

-

L .

W/
53 - -
88




Escopos EM IPVE




Escopos EM IPVE




Escopos EM IPVE

GLoBsAL (B)

INTERNET

e




WELL—KNOWN MULTICAST

ALL—NODES (INTERFACE—LOCAL)
ALL—ROUTERS (INTERFACE—LOCAL)
ALL—NODES (LINK—LOCAL)
ALL-ROUTERS (LINK—LOCAL)
ALL—ROUTERS (SITE—LOCAL)

ALL—DHCP SeERVERS (SITE—LOCAL)

92

FFO1:1
FFO1:2
FFO2:1
FFO2:2
FFO5::2
FFO5:1:3



N

O OFWN -~

PRATICA

ABRA A MAQUINA VIRTUAL

Asra 0 CORE

FILE > OPEN > MINICURSO—LABS > LAB3—MULTICAST.IMN

INICIE O EXPERIMENTO

FAGA UM PING DE N1l NO ENDERECO ALL—NODES E ALL—ROUTERS DO
LINK—LOCAL

FACA UM PING DE N7 NO ENDERECO ALL—NODES E ALL—ROUTERS DO
LINK—LOCAL

PARE O EXPERIMENTO, ADICIONE UMA CONEXAO (CABO) ENTRE O SWITCH N15
E O ROTEADOR N3 E REPITA 0S PASSOS 4 A 6

QUAL A DIFERENCA DE CADA UM DESSES PINGS? POR QUE?
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SOLICITED—NODE MuLTICAST ADDRESS

X UM SOLICITED—NODE MULTICAST ADDRESS PARA cAaDA GUA E PARA CADA
LINK—LOCAL UNICAST ADDRESS

X UsADO PARA ENCONTRAR HOSTS NO LINK

X PRrREeFixo FFO2:0:0.0:0:1:FFOQ:./104
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SOLICITED—NODE MuLTICAST ADDRESS

Passo 1: PEca 0 UNicasT ADDRESS

FEBO : 0000 : 0000 : 0000 : 0000 : 0000 : OCEO : 1234
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SOLICITED—NODE MuLTICAST ADDRESS

Passo 2: PEGA O PREFIXO DO SOLICITED—NODE MULTICAST ADDRESS

FEBO : 0000 : 0000 : 0000 : 0000 : 0000 : OCEO : 1234

FF02:0:0:0:0:1:FFOO::/104
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SOLICITED—NODE MuLTICAST ADDRESS

Passo 3: CoLocA 0S PRIMEIROS 24 BITS DO UNICAST NO SOLICITED—NODE

FEBO : 0000 : 0000 : 0000 : 0000 : OO0 : OC{EO : 1234 ,

FF02:0:0:0:0:1:FFOO::/104

FFO2:0:0:0:0:1.FFEQ:A234 =<
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A MAGIA DO SOLICITED—NODE
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A MAGIA DO SOLICITED—NODE

IPVE FFOZOOOO"FFEOJ?.BL"



A MAGIA DO SOLICITED—NODE

IPVE FFOZOOOO"FFEOJ?.BL"

ETHERNET



A MAGIA DO SOLICITED—NODE

IPVE FFOZOOOO"FFEOJ?.BL"

V4
Evverner  33:.33:FF:EO:A2:34



A MAGIA DO SOLICITED—NODE

IPVE FFOZOOOO"FFEOJ?.BL"

V4
Evverner  33:.33:FF:EO:A2:34

Oes: 3333 CoyotE HiLL Roab
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PRATICA

ABRA A MAQUINA VIRTUAL

Asra 0 CORE

FiLE > OPEN > MINICURSO—LABS > LABD—SOLICITED—NODE.IMN

INICIE O EXPERIMENTO

INICIE 0 WIRESHARK NA INTERFACE ETHO DO NG N1

FACA UM PING DE N1 EM N3 uTILIZANDO 0 GUA po N3

DEPOIS DE ALGUNS SEGUNDOS, PARE A CAPTURA NO WIRESHARK

NA CAPTURA, ENCONTRE AS MENSAGENS DE NEIGHBOR SOLICITATION E
NEIGHBOR ADVERTISEMENT E ANALISE—AS

O QUE SAO ESSAS MENSAGENS? QUAIS 08 ENDEREGOS DE ORIGEM E DESTINO DE
CADA UMA DELAS? ANALISE TAMBEM A CAMADA DO PROTOCOLO ETHERNET.
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CRONOGRAMA

Hello IPvé World

Lendo e escrevendo IPv6

Enderecos Unicast S
Multicasting

Um endereco para chamar de nosso
Resumo
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SN

Router Advertisement
e Router Solicitation
Paizdo

Como gerar um GUA?




COMO GERAR UM GUA?



X

X

X

X

ROUTER ADVERTISEMENT (RA)
E ROUTER SoLiciTtaTioN (RS)

MENSAGENS DO PROTOCOLO ICMPVES

ENVIADAS NO GRUPO MULTICAST ALL—NODES (FFO2:1 PARA O LINK)
“QUEM E 0 ROTEADOR?” (RS)

“Ol, EU SOU 0 ROTEADOR” (RA)

PREFIXO E SUGESTAO DE ENDERECAMENTO (SLAAC, DHCPVG...)

106



X

X

X

Paizao (DAD)

DupLicaTE AbbRESS DETECTION

FEITA TODA VEZ QUE UM NOVO ENDERECO E GERADO
ENVIADO NO MULTICAST SOLICITED—NODE
“ALGUEM Al € O ENDERECO QUE EU GEREI?”

o SE NINGUEM RESPONDER, E PORQUE ELE E UNICO
0 SE ALGUEM RESPONDER, DEU RUIM, PRECISA RESOLVER MANUALMENTE
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X X X X X X

CRONOGRAMA

Hello IPv6 World

Lendo e escrevendo IPv6

Enderecos Unicast

Multicasting

Um endereco para chamar de nosso
Resumo

\ ;
—2 FINALMENTE!
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REsSUMO

HisTORICO E ORGANIZACIONAL

IAB, IETF, ISO

RicHa eNTRE LIETF E ISO
IETF e RFCs

LTANA, ICANN E RIRs

MaAlIs SEGURO? MENOS SEGURO?

109



X

X

X

X

REsSUMO

| ENDO E ESCREVENDO IPV6

HEXADECIMAIS
IPVE TEM 128 BITS (4 BITS POR HEXA, Y4 HEXAS POR HEXTETO)
ANATOMIA: PREFIXO + SUBNET ID (SE HOUVER) + INTERFACE 1D

/128 (UNSPECIFIED) E ::1/128 (LooPBACK)
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REsSUMO

IPVv6 UNicasT ADDRESSES

X LiINk—LOcaL UNicasT ADDRESS
@ FEBO/’]O
54 BiTs (??)
64 BITs (INTERFACE ID)
NAO ROTEAVEL (SO SERVE DENTRO DO LINK)
RaNpom ou EUI-64 (MAC)

©RROR G

X (GrLosaL UNicast AbpbrEss (GUA)
o PADRAOZAO
o GLOBAL MESMO

m



REsSUMO

MULTICASTING

X MULTICASTING (GRUPOS MAIS FLEXIVEIS) VS BROADCASTING (TODA A REDE)

X 1IPvS MuLTticasT
o FFOO:/8 + FLAG + EScOPO + GRoOUP LD
O ESCOPOS (LINK—LOCAL, SITE-LOCAL, GLOBAL,...)
o ALL NopEs (FFOX:1), aLL ROUTERS (FFOx::2)

X SOLICITED—NODE MuLTICAST ADDRESS
o FFO2:0:0:0:0:1.FFOQ:/104 + PRIMEIROS 24 BITS DO UNICAST
o MAC (33 : + [32 PRIMEIROS BITS DO SOLICITED—NODE] )

12
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OBRIGADO!

Perguntas?
GABRIEL CRUZ
| gabrielmelo.cruzeusp.br

Feedback!
tiny.cc/feedbackipvé

0 @gmelodie
in/gabriel-de-melo-cruz
A @cruzao
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THIS IS A SLIDE TITLE

X Hereyou have a list of items
X Andsome text
X But remember not to overload your slides with content

Your audience will listen to you or read the content, but won't do both.
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~EW
BiG CONCEPT

Bring the attention of your audience over a
key concept using icons or illustrations

17



a)

YOU CAN ALSO SPLIT YOUR CONTENT

White Black

Is the color of milk and fresh snow, the Is the color of coal, ebony, and of outer
color produced by the combination of all space. It is the darkest color, the result of
the colors of the visible spectrum. the absence of or complete absorption of

light.

18



IN TWO OR THREE COLUMNS

Yellow

Is the color of gold, butter and
ripe lemons. In the spectrum of
visible light, yellow is found
between green and orange.

Blue

Is the colour of the clear sky
and the deep sea. It is located
between violet and green on
the optical spectrum.

19

Red

Is the color of blood, and
because of this it has
historically been associated
with sacrifice, danger and
courage.



A PICTURE 1S WORTH A THOUSAND WORDS

A complex idea can be conveyed
with just a single still image, namely
making it possible to absorb large
amounts of data quickly.

120






USE CHARTS TO EXPLAIN YOUR IDEAS

White ' Gray ')/ Black
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2B )

AND TABLES TO COMPARE DATA

Yellow

Blue

Orange
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g ST
89,526,124

Whoa! That's a big number, arent you proud?
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89,526,124

That's a lot of money

185,24‘4 USERS

And a lot of users

o’“’_“
100%
Total success !
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&

OUR PROCESS IS EASY

first s SoCONA a2 St
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)

LET'S REVIEW SOME CONCEPTS

Yellow

Is the color of gold, butter and ripe
lemons. In the spectrum of visible
light, yellow is found between green
and orange.

Yellow

Is the color of gold, butter and ripe
lemons. In the spectrum of visible
light, yellow is found between green
and orange.

Blue

Is the colour of the clear sky and the
deep sea. It is located between
violet and green on the optical
spectrum.

Blue

Is the colour of the clear sky and the
deep sea. It is located between
violet and green on the optical
spectrum.

128

Red

Is the color of blood, and because of
this it has historically been
associated with sacrifice, danger
and courage.

Red

Is the color of blood, and because of
this it has historically been
associated with sacrifice, danger
and courage.



You can copy&paste graphs from Google Sheets

129


http://www.google.com/sheets/about/

Place your screenshot here

ANDROID PROJECT

Show and explain your web, app
or software projects using these
gadget templates.
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Place your screenshot
here

O

\\

IPHONE PROJECT

Show and explain your web, app
or software projects using these
gadget templates.

131



Place your screenshot here

TABLET PROJECT

Show and explain your web, app
or software projects using these
gadget templates.
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Place your screenshot here

133

DESKTOP PROJECT

Show and explain your
web, app or software
projects using these
gadget templates.



CREDITS

Special thanks to all the people who made and released
these awesome resources for free:

X Presentation template by SlidesCarnival
X Photographs by Unsplash
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http://www.slidescarnival.com/
http://unsplash.com/

PRESENTATION DESIGN

This presentation uses the following typographies:

X  Titles: Walter Turncoat
X  Body copy: Sniglet

You can download the fonts on these pages:

https://www.fontsquirrel.com/fonts/walter-turncoat

https://www.fontsquirrel.com/fonts/sniglet

You don’t need to keep this slide in your presentation. It's only here to serve you as a design guide if you need to create new
slides or download the fonts to edit the presentation in PowerPoint®
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https://www.fontsquirrel.com/fonts/walter-turncoat
https://www.fontsquirrel.com/fonts/sniglet

SlidesCarnival icons are editable shapes.

gl

< A D O

This means that you can:
Resize them without losing quality.
Change fill color and opacity.

-
\—
=

N

by,
/TN

Isn’t that nice?:)

-~
—
7.

Examples:

£=T0 &
& = § % -0

el |~

%»é@m%a@

e @




Now you can use any emoji as an icon!
And of course it resizes without losing quality and you can change the color.

How? Follow Google instructions
https://twitter.com/googledocs/status/730087240156643328

AT L RETE XA
TS0t eYe e
CAMAO'QRFID

and many more..
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https://twitter.com/googledocs/status/730087240156643328

EXTRA GRAPHICS
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